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1 Introduction

1.1 Revision History

Rev Date ‘ Description
1.0 26.08.2019 First edition
2.0 06.12.2019 Second edition
3.0 22.07.2020 Third edition
3.1 04.11.2020 Application languages added
4.0 22.06.2020 Fourth edition
Autologin feature updated

Table 1. Revision history

1.2 Before the Installation

The following are needed to install the application:

e PC with Windows Operating System (the 32 or 64-bit latest version 7);
e USB A-USB A cable or USB C-USB A—depending on the version of ISMA-D-PA,
e Panel PCiSMA-D-PA7C-B1, iISMA-D-PAT0C-B1, or iISMA-D-PA15C-B1.

2 Installation Steps

Note: Remember that this application is exclusively for iISMA Industrial PC Panels and Niagara

stations.
Step 1: Add the folder with the application to your PC desktop.
Step 2: Turn the Panel PC on.

Step 3: The USB port should be set to OTG Mode, USB debugging to On, and USB
Configuration to MTP (steps from 3.1 to 3.5 are necessary for iISMA-D-PA panels with a USB

A interface).

Step 3.1: Go to the main menu of the Android Panel PC—a round, white icon with dots at the

bottom center of the screen:
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Figure 1. Main menu

Step 3.2: Go to the Settings:
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Figure 2. Settings
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Step 3.3: Go to the Developer options:

Settings Q

@ Languages & input
English (United States)

[+ Y Backup & reset
System

@ Date & time
GMT+00:00

T Accessibility

{} Developer options

\ System Ul Tuner

@ About device

Android 7.1.2
Other Settings
w2 o <l © =) o O

Figure 3. Developer options

Step 3.4: Set the USB Mode to OTG Mode and turn the USB debugging on:

=  Developer options

[o]]

Debugging

USB Mode
0TG Mode

Android bug collector

Log will be saved in /data/logs/syslog

USB debuggin
gging ®

Debug mode when USB is connected

Bug report shortcut
Show a button in the power menu for taking a bug report

Select mock location app
No mock location app set

Enable view attribute inspection

Select debug app
No debug application set

Se
L

<l e 0

n)
=
G

=

Figure 4. USB Mode and USB debugging
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Step 3.5: Set the USB Configuration to MTP:

=  Developer options

[o]]

Aggressive Wi-Fi to Cellular handover
When enabled, Wi-Fi will be more aggressive in handing over the data connection to Cellular, when Wi-Fi signal is low

Always allow Wi-Fi Roam Scans
Allow/Disallow Wi-Fi Roam Scans based on the amount of data traffic present at the interface

Cellular data always active
Always keep mobile data active, even when Wi-Fiis active (for fast network switching).

Select USB Configuration
MTP (Media Transfer Protocol)

Disable absolute volume
Disables the Bluetooth absolute volume feature in case of volume issues with remote devices such as unacceptably loud volume or lack of control

Input

Show taps
Show visual feedback for taps

Pointer location
Screen overlay showing current touch data

{«
]

‘m X © g O
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=

Figure 5. Select USB Configuration
Step 4: Connect a USB A cable to the PC and to the Panel (use the USB A socket next to RJ45
or the USB C—marked on the figures below):

145 USBC/
12vDC (RS232) HDMI OTG USB USB3.0 USB2.0 TF  AUDIO RJ45UBOOT
|
'

ATTIC T2 IR
b

( )

Figure 6. Interfaces in 10.1inch

USB3.0/ P RS232 TF/
12vDC USB3.0 OTGUSB (RJ45) (RJ45) SDCARD UBOOT RS232(DB9) RS232 (DB9)

I EED)
[ ]

( )

Figure 7. Interfaces in 15.6 inch

Step 5: Wait for the PC to recognize the device and install drivers.
Step 6: Open the folder with the application.

Step 7: Double click on install.bat file—the application will be installed automatically on the

connected Panel PC.
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Step 8: The last step is to set the application as the Home app.

After touching the screen, a new window shows up. Choose the ISMA Android Application and

select Always.

@ Use iSMA Android Application as Home

JUSTONCE  ALWAYS

Use a different app

£ Launcher3

Figure 8. Home application
Note: Application is now ready to work. Follow the next steps to set up Niagara station and
Kiosk Mode.

3 Setting the Application (Login, Kiosk Mode, Menu)
3.1 Logging in to any Station

When the application turns on, the main screen, which allows for adding multiple stations,

appears. To add a new Niagara station, touch a '+ Add View' tile:
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12:00

* SETTINGS + ADD VIEW

et ] g

0 | () O

Figure 9. Main screen

Enter credentials and save them.

Panel name Tile color

& Panelurl

[] Enable Autologin feature

[ Protect with pin

((
o

q o m| ) ©)
Figure 10. Adding new or editing a station

Logging into the station is available with two options to check:

e Enable Autologin feature, and
e Protect with pin.

Version 4.0 www.globalcontrol5.com Page 8 of 22



ISMA Android Application User Manual

Autologin

Checking the Enable Autologin feature extends the username and password fields. Saved, the
credentials are remembered, and the station is automatically logged from the panel. If the
option remains unchecked, logging in is redirected to an external login website (Niagara or
other).

Tile color

Panel name

@ Panelurl /
Enable Autologin feature .
2 Username
*#* Pagsword o
[ Protect with pin i
= Q < o) m| ()} Q)

Figure 17. Adding new or editing a station
Note: If there are any problems with logging in, it is advised to leave the option unchecked,
which redirects to the Niagara or other login website and enables logging in there. Please note

that it supports logging in to any controller, which enables HTML5 graphics.
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MAC36NL Demo Station

Login

Figure 12. Niagara login website enabling logging into any controller with HTMLS graphics
Note: To enable a proper functioning of autologin, please remember to add a port number

after a panel's IP address:

e 443 for https connection;
e 80 for http connection,

For example: https://168.192.1.1:443.
Note: Selecting the autologin feature is available from the iISMA Android Application 4.0.
Pin Protection

Checking the Protect with pin option enables the station to require entering a pin number after
a set time of inactivity in the Kiosk mode. Go to the Kiosk mode settings for more information

about entering the Kiosk mode and setting the pin lock timeout (section 3.4).
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Panel name Tile color

& Panelur

Enable Autologin feature

5 Username

=+ PpPassword

Protect with pin

B Pin
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Figure 13. Protect with pin option

After successful logging in, the application goes back to the main screen with a list of added
stations.

12:05

* SETTINGS + ADD VIEW

MAC36Demo

~
~

(] q 0 O ) ©)

Figure 14. Main screen with station added
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3.2 Station Options

Three dots in the upper right corner of the station lead to the station settings:

e Home station: can be chosen only for one station; the chosen station will be automatically
logged in after restarting or turning on the Industrial PC panel with Android;

e [Edit: edits the station credentials;

e Delete: deletes the station.
s & 1205

* SETTINGS + ADD VIEW

MAC36Demo
/#  Edit
B Delete
(D Home station
s q] < 0 O ()} O]

Figure 15. List of stations with options
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* SETTINGS + ADD VIEW

MAC36Demo )

~ ] q e | () 0]

Figure 16. List of stations - the MAC36Demo is set as a home station, which is marked by the additional icon

3.3 Application Menu

When swiping down on the top of the display, the menu, which allows to go
back/forward/refresh/home page, is visible. Nine tiles icon allows for going back to the main

view with all added stations.

HE €« 5> C N

Figure 12. Application menu

3.4 Kiosk Mode and Other Settings

To turn on the Kiosk mode and change the password from the default (“password”), click on

three black dots in the right top corner and choose settings. The new screen appears:
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Navigation Hiding
Causes application to automatically hide navigation bar after a period of time.

Navigation Hiding Delay
20

Fullscreen O

Hides system navigation outside of the kiosk mode.
Fullscreen

Kiosk Mode Settings

Kiosk Mode

Restricts access to panel application alone, unlocking it requires admin password

Kiosk unlock Password
Required to enter settings when kiosk mode is active (Default: password)

Allow connections management in kiosk O
Allows user to add, remove and edit connections in kiosk mode.

Figure 13. Settings

Pin Lock Settings

Automatic Pin Lock
Enable automatic pin lock after a set timeout with a pin entered in connection settings. This requires enabled Kiosk Mode to work.

Pin lock timeout
60

Settings Import/Export
Export settings

Export settings and views
Import settings

Auto Restart

Enable Auto Restart
Enables daily restart of a panel at selected time.

Restart time
1:00

About

N 0 q 0 o 1) 0]
Figure 14. Settings
An admin password can be changed in this view together with turning on/off the Kiosk mode.

After turning the Kiosk mode on, the password is needed to enter settings.

Other settings:

e Navigation Hiding: if marked, allows navigation to automatically hide after a time set in
“Navigation Hiding Delay”;

e Navigation Hiding Delay;

e Fullscreen: opens the application in a fullscreen mode;

e Kiosk Mode: blocks the possibility to use other applications than the ISMA Android

Application; Kiosk Mode blocks the possibility to restart and turn off the Panel PC with

Version 4.0 www.globalcontrol5.com Page 14 of 22



iISMA Android Application User Manual

Android;

e Kiosk unlock Password: allows changing the password for turning off the Kiosk mode; the
default password is “password”;

e Allow connections management in the kiosk: if marked, allows the user to add, remove,
and edit connections while the Kiosk Mode is on;

e Automatic Pin lock: allows to add a PIN protection to the credentials (it can have up to 7
digits); in the Settings it has to be turned on.

Note: The automatic Pin lock works only when the Kiosk Mode is on.

1 2 3
4 5 6
7 8 9
0 X

Figure 20. PIN lock popout

e Pin lock timeout: a station will get locked after a time set; to unlock the station it is
necessary to enter the PIN;
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Pin lock timeout

60

CANCEL 0K

= + , 1 2 3
* / 4 5 6 @
( ) = 7 8 9
— * 0 #
= ] v o m ) O

Figure 21. Settings Pin lock timeout
e Export settings: settings can be exported to a file;
e Import settings: settings can be imported from a file;

e Enable autorestart: when the Kiosk Mode is turned on, there is a possibility to turn on a
daily restart of the Android panel;

e Restart time: the time of restart can be set here.

CANCEL 0K

Figure 22. Setting restart time pop up
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4 Changing the Language

There is a possibility to change the language of the application. The list of added translations

includes:
° PL;

e DE;

° CZ;

° |T;

e HU;

[ ] I_V

The ISMA Android application will be displayed in the system language, provided the language
is included in the application list of languages. If the user sets the Android system language
to one that is not available on the list, the application will be displayed in English. To change

the system language, follow the below steps:

Step 1: Go to the main menu of the Android panel PC—a round, white icon with dots at the

bottom center of the screen:

)

Play Store

®

O

Figure 23. The main menu
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Step 2: Go to the Settings:

Q Search Apps

& P

e

Apkinstaller Calculator Calendar Camera
Contacts Downloads Drive Duo
Google Hangouts HDMI IN Keep
Messages Phone Photos Play Movies & TV

C—
© y
<aK
Settings Sound Recorder Video Voice Seaich

Figure 15. Settings
Step 3: Go to the Language & input:

Settings

ﬂ Security

B Accounts

G Google

@ Languages & input
English (United States)

&€  Backup & reset

System
Date & time

C GMT+00:00

T Accessibility

{} Developer options

2z [} < O ] w

Figure 16. Language settings
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Step 4: Go to the Language, which expands the list of languages available to choose from.

Tap the chosen language:

=  Languages & input

Languages
English (United States)

Spell checker
Google Spell Checker

Personal dictionary
Keyboard and input methods
Virtual keyboard

Physical keyboard

Speech

Text-to-speech output
Mouse/trackpad

Pointer speed

= (] N o) O ()} ©)

Figure 17. Language

5 Installing Updates

Follow the below steps to install an update:

Step 1: Installation files should be located on a USB flash drive.

Step 2: Turn the Kiosk Mode off.

Step 3: Insert the USB flash drive into a USB port located next to RJ45 (figures 6 and 7).

Step 4: The inserted USB drive can be visible in the Android menu at the top of the screen

(scroll down).

Step 5: Click on file with an ".apk’ extension and select Install in the popup window.

6 Export and Import of Settings

Follow the below steps to export settings:

Step 1: Select the Export settings or Export setting with views (exports settings along with

connection data).
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Pin Lock Settings

Automatic Pin Lock
Enable automatic pin lock after a set timeout with a pin entered in connection settings. This requires enabled Kiosk Mode to work

Pin lock timeout
60

Settings Import/Export

Export settings
Export settings and views

Import settings

Auto Restart

Enable Auto Restart

Enables daily restart of a panel at selected time

Restart time
1.00

About

= ] < o) m| )} ©)
Figure 18. Export settings
Step 2: New window shows up. A default name of the file is 'ISMA_export.json’ but it can be
changed; also at this point the user has to pick the location of the file (touch the three dots

icon in the right top corner of the screen).

= Downloads

No items

B iSMA_export.json SAVE

= (] N o) O ()} ©)

Figure 19. Export file name and location
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Save to

(© Recent

¥ Downloads

Figure 29. Selecting location for an export file

Follow the below steps to import settings:
Step 1: Select the Import settings.

Note: Importing settings overwrites current settings, including added connections.

Step 2: Choose a file to import (touch the three dots icon in the right top corner of the screen);
it can be downloaded from an e-mail, cloud, or from a flash drive.
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Downloads

n iISMA_expor..

e Q < O O () O)

Figure 30. Import settings file location
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