Ky alvasys

agutomation
Datenblatt niagara4-HTTPS
niagara4
SSL Zertifikat fur den Browser:
Gliltigkeit des Zertifikats: bis am 23.1.2027
Update des Zertifikats: muss jahrlich getauscht werden gemass

Bestimmungen (immer am 23.1.2023-26)
Zertifikatstyp: *.niagara4.app ist eine Wildcard (DV)

Verwendung: muss ein Mal pro Firma bezahlt werden, danach
kann es fir alle Host freigegeben!

Anwendung:
1. Host File fur Supervisor, JACE8000 und MAC36 anlegen (nach Bearbeitung
des Files braucht es immer einen neu Start des Rechners und JACES8000)
a. Fur Supervisor liegt das File unter - C:\Windows\System32\drivers\etc
Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a "#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

R R S T R R R R R R O

e

localhost name resolution is handled within DNS itself.
127.0.0.1 localhost
R | localhost

#* 4

172.16.10.200  JACEl.niagara4d.app
172.16.10.202  JACE2.niagarad.app
172.16.10.203  JACE3.niagarad.app

10.10.1.3 SV.niagarad.app
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b.  Fur den JACE8000 oder MAC36

Platform

~ Nav TCP/IP Configuration
# C ® My Network Host Name localhost
© 172.16.10.202 (al >_JACE8000 =
B R ) 127.0.0.1 localhost.localdomain localhost
1 localhosté.localdomainé localhosté

v FTPlatform
@ Application Director
€ Certificate Management

172.16.10.200 JACEl.niagarad.app
172.16.10.202 JACE2.niagarad.app
10.10.1.3 SV.niagarad.app

@) pistribution File Installer
@ File Transfer Client

9, |EEE802.1X Configuration
@ Lexicon Installer

© License Manager

© Platform Administration
O software Manager

@ station Copier

@ Tcp/IP Configuration
2> Wii Configuratin

@ RemoteFile Sys%u

Hosts File

Use IPv6 O ves

DNS Domain

IPv4 Gateway 172.16.10.1

2. Zertifikat importieren auf allen Host's

~ Nav =]

# O [H [®wynemork

v (@ My Host : NBZH-006.kosterag.local (XFM)
b @ wyFilesystem
b O mymodules
v grPlatiorm

£ Certificate Management
N

D
@ LicenseManager
©Q Platform Administration
@ station Copier
6 T1cPiP Configuration
» @ Remote File System
&' station (XFM)

Station (ChartsBACnet)

b 192.168.1.240 alvasys_automation)
~ Palette
WX D §ema

v Bl emailsenvice

& Incominghccount

B outeoingAccount

B EmailReapient

B9 Emalalamacknowledger

- Template
5 (O remplate

& (]

Certificate Management

Certificate Management for "localhost™

User Key Store | System Trust Store  UserTrust Store  Allowed Hosts

You have local certificates:

8% Certificate Import.

X

User Key Store DI File Spaces
_— ® sers/ RDS  Niagarad, 10/ TridiumEMEA / certManagement  niagarad.app neu 12-40
Rliss Subject  NotAfter Key Algorithm  KeySize Valid My FileSystem
« oA E| |o- BB
& svalvasys ok *alvasysch SatDec24 00:5959CET2022  RSA 2008 true @ty Modules °
sertigo
¥ tridiom Nisgarad  TueJan 03158426 CET2023 RSA 208 tne

3. Im Web Service das Zertifikat auswahlen

v @ services
b © Alarmservice
» @ BackupService
4 G CategoryService
b O Jobservice
» W SecurityService
» D Roleservice
» O userservice
© AuthenticationService
» ;l' DebugService
b @ eoxservice
¥ Foxservice
® HierarchyService
) Historyservice
© suditHistaryService

v

0 LogHistoryService
@ ProgramService
) searchservice

vy v vYwYTwvwew

-

© TeeDictionaryservice

fi AlvasysService
[ ssismswsService

v v
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@ webService (Web Service)
Status

Fault Cause

Enabled

Http Port

Http Enabled

Htips Port

Https Enabled

Https Only

Https Min Protocol

]
™
a
(w
(m
a
™
m
]

/" ) alvasys-niagra<.app.pem

R) nisgarsé.apppem

R) Zerifikat_nisgra4-app.pem

W Bookmarks

O nisgarez.app

Filename: |alvasys-niagrad.app.pen

Filesof types [PEM Files

alvasys-niagrad.app.pem

23-Jan-22 12:45PM CET

Open
Cancel

[ cortRequest [ veleie
i Reset

{ok}

@ true
80 tcp
@ false
443 tep

® e
@ true

TLSv1.2

roup

Htips Cert

ire Https For Passwords

Recommende:

alvasys-niagrad.app

@ truc

[ Remember User Id Cookie

r- Same Site

[ Allow Username Autocomplete
[ Login Template

[ Log File Directory

v

fi Client Environments

[ Show Stack Trace

[ Web Launcher Module Caching Type
» [ Web Launcher Config

Lax

@ e

[ null o -
file:**webLogs

Client Environments

@ false
Host

Web Launcher Config
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4. Das Zertifikat kann auch fur die FOX’s Verbindung gebraucht werden!

* Nav

L ] & My Network

® catesoryservice
@ sobservice

W securityService

D Roleservice

O userservice

© Authenticationservice
& Debugservice

ervice

@ HistaryService
© auditHistoryService
O LogHistoryService
@) programservice

& searchservice

©Q TeeDictionaryService
TemplateService

@ websenvice

) Envasappservice
» [ Alvasysservice
» T NHaystackservice
b [ ssismswsservice
¥ T PlatformServices
b O oivers

~ Palette

¥ Foxservice | €3 .Alar cipient
Property Sheet
¥ FoxService (Fox Service)
» [ FoxPort 1911 tep
[l FoxEnabled @ true
» [ FoxsPort 4911 tcp

[ Foxs Enabled

[i Foxs Only

[ Foxs Min Protocol

& "
li Socket Option ‘Nmeout
[ Socket Tcp No Delay

[ Keep Alive Interval

[ Max Server Sessions

(@ Multicast Enabled

[ Enable Announcement

[l Multicast Time To Live
» ¥4 Server Connections

[i Trace Session States

[l Trace Read Frame

[l Trace Write Frame

[l Trace Multicast

Fi Audit Station Login Events

[ sunnort | epacy Clients

@ true
@ folse

TLSVLO0+

Recommended

00000h 0lm 00s|=l g
00000R O1m 00s)2! [1 ms-+inf]
@ true

+00000h 00m 053]=

100

@ true

@ true

4

Server Connections

@ false
@ false
@ false
@ false
@ ralse

Default:Yes (mav chanee in future version)

5. Wichtig nun bitte nur Uber die Hostnamen arbeiten sei es fur Hyperlinks und

im Fox Protokoll!

- @ orvers
= O nisgsranetwork

» @ Marcello_BAC

b @ slvasys JACEB00D
» O wmodbusasyncFidelix 10
» O modbusTepGateway_Io
» O Modbusasynchetwork_isMa
b O ModbusTepGateway_iSNA
© apps
Oxm
© alvasysModule

Ot

Database

Name Exts Version  Status Heslth ClientConn~ Server Conn  Virtuals Enabled
i Marcello_BAC 00000 2.2pp 410.0.154 {y ] Ok[24-Jan-229:09 AMCET] Mot connected Notconnected true

a avasys_iacesnrs DO OO O O ivacEzniagarad.app 4.11.0.142 fok} ok[24- ET] Connected true

6. Nun kann man im Browser den Hostname eingeben!

U B https://sv.niagarad.app/prelogin

Viel Spass!
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£} Benutzemame: |

U [ Anmelden |

Die Mutzung dieser Software ist Bestandteil des
End User License Agreement und andere Third Party Licenses

To connect using MNiagara Web Launcher hier klicken
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